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Abstract

Artificial Intelligence (Al) reshaped Human Resource Management (HRM) by introducing employee surveillance systems that transformed
workplace monitoring, performance evaluation, and organizational decision-making. This study examined the influence of Al-driven employee
surveillance on workplace trust within digitally transformed organizations. A quantitative research design was applied using a structured
questionnaire distributed among 350 employees from technology-based, service, and financial organizations. The study analyzed employee
perceptions regarding Al surveillance intensity, workplace trust, privacy concerns, transparency, and ethical HRM practices. Results indicated
that Al surveillance systems strongly enhanced productivity and managerial efficiency (Mean = 4.18), while simultaneously increasing
employee privacy concerns (Mean = 4.11) and workplace pressure (Mean = 4.25). Workplace trust remained moderate (Mean = 3.54),
reflecting a negative psychological response toward excessive digital monitoring. Findings further showed that transparency (Mean = 3.88)
and ethical HRM practices (Mean = 3.92) improved employee acceptance of Al systems. The study concluded that Al surveillance created a
dual impact by improving organizational efficiency while weakening employee trust when ethical safeguards remained insufficient.
Organizations that implemented transparent communication and fair monitoring practices achieved better employee engagement and trust
outcomes. The research contributed to understanding the balance between technological advancement and human-centered HRM in the era of
digital transformation. It highlighted the importance of ethical governance frameworks for sustainable Al integration in workplaces and
emphasized the need to protect employee autonomy while utilizing advanced surveillance technologies for performance management and
organizational growth..
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1. Introduction

Artificial Intelligence (Al) revolutionized the way organizations function,
incorporating automated decisions making systems, predictive analytics
and digital monitoring technologies in the Human Resource Management
(HRM). As organizations become more heavily reliant on Al-powered
tools to help them become more efficient and effective, they utilize Al in
new avenues such as recruitment, performance management processes,
attendance systems, employee evaluations, and productivity monitoring.
As businesses increasingly adopted remote and hybrid work
arrangements, Al-powered worker surveillance technologies were
gaining traction in workplaces around the world.As workers started to
work remotely and in hybrid settings, Al-powered employee surveillance
technology was becoming more prevalent in workplaces around the
world. The real-time behavioral, biometric and productivity data gathered
by digital monitoring systems provided faster and more accurate
evaluations of employee performance. The study explained that the Al
surveillance systems altered managerial control mechanisms and redefine
the relationship between employee-employer in modern organizations
(Mettler, 2023; Glavin et al., 2024).

There was considerable academic and organizational discussion
about trust, privacy, and autonomy in the workplace in the wake of the
swift proliferation of Al surveillance tools. Organizations employed
algorithmic systems to track the algorithm of communications, work
schedules, screen use, emotion and productivity. While these technologies
made it easier to hold people more accountable and make decisions based
on decision-makers' data, employees found that too much monitoring was
too intrusive and stressful. However, a recent study showed that
algorithmic monitoring exacerbated employee resistance to it and state a
lack of autonomy when they lack transparency and ethical governance in
their organizations (Leavitt et al., 2024; Schlund et al., 2024). Scholars
also noted that Al-based surveillance methods could be detrimental to the
trust employees have in their paymasters if they were unfair and lacked
contextual understanding (Revillod, 2025; Mettler, 2023).

HR managers' strategic role also evolved with the advent of
digital transformation to that of ensuring the wellbeing of employees and
the organization's trust in them. While HRM practices tend to focus on
human interaction and communication, Al-enabled HR systems
increasingly relied on data-driven analysis and automation in assessment
practices. According to researchers, organizations who implemented Al
surveillance without ethical restrictions had decreased employee morale,
increased employee anxiety at work and decreased organizational
commitment (Glavin et al., 2024; Workplace Surveillance Review, 2023).
When organizations establish clear policies, set up training and feedback
programs, and put in place measures to protect privacy, employees are
more accepting of the Al systems implemented (Du, 2024; Revillod,
2025). While the technological efficiency, algorithmic management, and
productivity benefits are well studied, existing research on the effects of
Al-driven monitoring systems has largely been found to be descriptive
and empirical regarding the human and relational implications have been
scarce. The need for ethical frameworks to govern Al use in the workplace
to uphold the dignity, autonomy and trust of employees has been
emphasized (Mettler, 2023; Leavitt et al., 2024).

Background of the Study

Industry 4.0 technologies had a great impact on the evolution of the
systems for managing a workplace in both public and private institutions.
Organizations used to have to manually handle repetitive tasks in their
human resources management processes, as well as make workforce
planning decisions and use paper data to assess staff performance. But Al-
driven technologies are making it possible for organizations to automate
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repetitive HR functions, optimize workforce planning, and evaluate
employee performance through real-time data analysis. As organizations
grew to rely more on digital systems their capacity to track employee
activity through various means, including biometric scanners, activity
trackers, facial recognition, and algorithmic productivity tools, increased.
However, the researcher pointed out that digital surveillance practices
became particularly ingrained as part of organizations' management
processes following the global shift to remote work environments
(Mettler, 2023; Workplace Surveillance Review, 2023).

The companies embraced the Al surveillance as a tool to boost
productivity, minimize operational inefficiencies, and optimize
management decision-making. The Al algorithms analyzed vast amounts
of employee data and provided predictive analytics on employee
performance, attendance, and behaviors. Proponents of Al surveillance
highlighted its potential benefits in enhancing accountability, boosting
transparency of the operations, and mitigating management bias in the
assessment of performance. However, the critics found that too much
monitoring practices caused an increase in employees' stress level, an
attenuation of autonomous working and psychological safety in employee
organizations (Glavin et al., 2024; Urquhart et al., 2022). Communication
and honesty in HR practices were highlighted as key factors to boost
employee trust in the context of technological changes (Revillod, 2025;
Du, 2024).

As Al surveillance became more common in the workplace, this
dynamic of Al and trust has sparked a growing body of research in the
field. Current research demonstrated that Human Resource Management
(HRM) strategies with a human-centred focus were still important in
maintaining the well-being, trust and belonging of employees in the work
context of digitalization (Mohyi et al., 2025; Leavitt et al., 2024). It was
therefore essential for an organization to have ethical governance,
employee participation and transparent surveillance policies to ensure that
technological innovation could be harnessed in a manner that would
ensure sustainability of the workplace relationship environment.
Research Problem
Al Surveillance Tech is reshaping workplace monitoring, dramatically
changing the landscape of how organizations track employee activity. Al
Surveillance Tech revolutionized workplace monitoring practices,
making it a significant shift in the way organizations monitor employee
activities. While the systems were designed to enhance efficiency,
accountability and productivity, workers were growing critical of
breaches to their privacy, over-monitoring and a lack of autonomy at
work. The primary focus of existing research has been the technological
and operational advantages of Al systems and only empirical studies
looked at the effect of Al on employee perceptions and trust in the HRM
work context. The lack of clear surveillance policies and ethics of
conducting surveillance within a governance framework set a tone of
uncertainty over the long-term effects of Al monitoring in organizational
relationships and employee well-being.

Research Objectives

1. To examine the impact of Al-driven employee surveillance on
workplace trust.

2. To investigate the relationship between Al surveillance practices
and employee perceptions of privacy and autonomy.

3. To analyze the role of HRM in managing ethical Al surveillance
practices within organizations.

4.  To evaluate the influence of transparency and fairness on employee
acceptance of Al monitoring systems.
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Research Questions:

Q1.How did Al-driven employee surveillance influence workplace trust?
Q2. What relationship existed between Al surveillance and employee
perceptions of privacy and autonomy?

Q3. How did HRM practices manage ethical concerns associated with Al
surveillance technologies?

Q4. How did transparency and fairness affect employee acceptance of Al-
based monitoring systems?

Literature Review

Artificial Intelligence and Digital Transformation in Human Resource
Management The Human Resource Management (HRM) system was
revolutionized by the advent of Artificial Intelligence (Al) in digitally
connected workplaces, where recruitment, performance assessment,
workforce planning and employee communication mechanisms are
automated. Many organizations across various sectors are now
incorporating Al-powered tools to boost productivity, streamline
workflows and enhance their decision-making capabilities. According to
the scientists, Al-powered HR platforms enhanced data precision and
predictive workforce insights, enabling companies to make informed and
quick management decisions. There were also arguments that the HRM is
being digitized extremely quickly, which also led to several concerns
about the autonomy of employees, ethical governance and transparency
in the organizations (Bibi et al., 2024; Chugh et al., 2022).

As remote or hybrid workplace systems spread throughout
organizations around the world, the use of Al technologies also began to
progress in HRM. With Al-powered solutions, remote work created new
ways for employers to regulate remote teams with automated
communication tools, digital performance monitoring, and predictive
behavioral analysis. Research suggested that Al-driven HR practices
enhanced business competitiveness through flexibilities, responsiveness
and operations in the organization. Simultaneously, workers' perceptions
of algorithmic decision making and the absence of human decision
making in systems for managing the workplace have been raised
(Nankervis et al., 2021; Nawaz et al., 2023). Organizations without ethical
guidelines on Al technologies reported problems in sustainability in
employee trust and organizational cohesion in the context of their digital
transformation processes, researchers also pointed out.

Digital transformation also marked a change in strategic roles for HR in
technology driven workplaces. Al-powered tools were becoming a
mainstay in talent acquisition, employee engagement, training
management, and productivity assessment for HR managers. Al
technologies enhanced the agility of organizations by enhancing its
capability to analyse its workforce in real-time and implement predictive
planning mechanisms (Tambe et al., 2019; Vrontis et al., 2022). However,
workers often regarded algorithmic HR systems as cold, overly data-
driven, and lacking in transparency about processes involving automated
decision-making, especially when companies lacked transparency about
automated decision-making processes

Monitoring employee work and conduct

As digitally transformed workplaces grew in popularity, employee
surveillance became a major part of the picture as companies started to
use a vast array of Al tools and technologies to monitor their employees'
behavior and production. They gathered huge amounts of information
about employees, including their use of computers, their workplace
location and their interactions with others through digital surveillance
systems such as screen monitoring software, biometric scanners, location
tracking devices and communications analysis. Researchers gave two
reasons for the use of these systems: to increase accountability and to
decrease operational inefficiencies as well as to enhance managerial
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control over the remote work environment (Ball, 2021; Charbonneau &
Doberstein, 2020).

As algorithmic surveillance technologies were adopted, they raised
important debates on the ethics of organisations and employee rights. Al-
driven surveillance devices were seen as intrusive by employees, as they
were constantly spying on them without adequate context and
understanding about their activities and behaviour. Research showed that
over-monitoring practices led to employees’ emotional exhaustion,
workplace stress and resistance (Kellogg et al., 2020; Cameron et al.,
2020). Transparent communication and participatory management were
found to have a positive impact on staff perceptions of the fairness of the
environment and lessen negative attitudes towards surveillance that take
place within the workplace (Moore, 2020; Ravid et al., 2020). In addition,
ethical governance systems became important organizational mechanisms
that will reconcile the efficiency of technology and employee dignity and
wellbeing in the digitally intensive organizational settings.

Employer trust and ethical Human Resource Practices

Trusted relationships in the workplace was a core organisational variable
that impacted on the commitment of employees to the organisation, job
satisfaction, working together as a team and the sustainability of the
organisation over time. Growing reliance on organizational transparency,
ethical governance, and equitable use of Al technologies led to a mutual
trust. A mutual trust emerged as trust was increasingly reliant on
organizational transparency, ethical governance, and fair implementation
of Al technologies. But when employees felt their employers were
holding them accountable and transparent in how Al is used for HR, their
organizational commitment levels were higher (Budhwar et al., 2022;
Meijerink et al., 2021).

The use of ethical Human Resource Management (HRM) practices
contributed largely to minimise the adverse impacts of employee
surveillance and increase trust within the workplace. Those that had a
clear policy on monitoring and had digitised work that involved
employees, had improved organizational relationship and organizational
engagement. It was found that Al-enabled monitoring systems were more
accepted when the company communicated ethically and ensured privacy
protection, and when it involved employees in decision making processes
(Bondarouk & Brewster, 2023; Strohmeier, 2020).

The ties between workplace trust and Al surveillance continued to
be an ongoing field of scholarly study, with organizations becoming more
reliant on algorithmic systems for controlling their employees and their
organizations. Scholars stated that an era of too much technological
surveillance, led to perceptions of constant watching and mistrust of
organizations among employees and supervisors (Fenech et al., 2019; Gal
et al., 2020).

2. Method

2.1 Research Design

The study used a quantitative research design to analyse the relationship
between Artificial Intelligence (Al) employee monitoring, trust in the
workplace, and Human Resource Management (HRM) practices in the era
of digital transformation. The qualitative approach provided an
opportunity for the researcher to gain in-depth insights into employee
perceptions of workplace monitoring, Al surveillance (AV and HR),
organizational transparency, and trust related outcomes as reflected
through numerical analysis. A cross-sectional study design was used to
gather data from the employees of digitally transformed organizations at
one time.

2.2 Research Approach

The study was carried out using deductive method because the study was
based on previous theories and empirical studies of Al surveillance,
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workplace trust and digital HRM practices. The deductive approach was
conducive to the testing of the relationships between the independent and
dependent variables by statistical analysis. The researchers compared the
impact of Al-vision based surveillance systems with other methods on
trust at work, employee autonomy and fairness of the organization. The
methodology also allowed for the moderating effect of ethical HRM
practices and transparency in digitally monitored work conditions to be
assessed.

2.3 Population of the Study

This study targeted service-sector companies, financial institutions,
digitally transformed business firms, and employees working in
technological-based organizations that have deployed employee
monitoring systems based on Al. The study covered staff members from
middle-level management, administrative departments, customer support
and operational units, as they frequently came into contact with digital
monitoring technologies in their workplaces. The chosen sample offered
valuable information on the organizational utilization of Al-based HRM
systems and on trust-related issues.

2.3 Sample Size and Sampling Technique

The research surveyed 350 workers in companies using Al based
surveillance and digital performance monitoring systems. The number of
samples were adequate for statistical representation and testing of
hypotheses in quantitative analysis. The researcher used a purposive
sampling technique due to the fact that these respondents had first-hand
experience in workplace monitoring through artificial intelligence
technologies. Participants in the study were employees working in digital
environments and using Al-based HR systems. The sampling procedure
resulted in the integration of relevant and experience-related responses to
workplace surveillance and organisational trust.

2.4 Data Collection Method

The primary data were obtained using a structured questionnaire which
was sent to employees of organizations undergoing digital transformation.
The items included in the questionnaire were all closed-ended that used a
five-point Likert scale with answers ranging from strongly disagree to
strongly agree. The instrument used for the survey indicated employee
perceptions about Al surveillance, trust, privacy concerns, transparency,
fairness, and HRM practices. The questionnaire distribution process had
both online and offline approaches to maximize the number of
respondents and their participation. The respondents willingly took part
in the study and their responses were held confidential during the data
collection.

2.5 Measurement of Variables

Al surveillance of the employees was the independent variable in this
study and workplace trust was the dependent variable. Ethical HRM
practices, transparency and fairness were addressed as supporting
organizational factors that would impact employee perceptions of Al
monitoring systems. The data included metrics on Al monitoring like
digital monitoring intensity, productivity monitoring, behavioral analysis,
and automated performance evaluation systems. Employee trust in
organizational leadership, fairness, communication transparency and
manager support were used to measure workplace trust. Both the
measurement scales were drawn from previous empirical research on
digital HRM, organizational trust and surveillance at work.

2.6 Data Analysis Techniques

The data collected was analyzed with the Statistical Package for Social
Sciences (SPSS). Demographic information and variable characteristics
were summarized using descriptive statistics such as frequency
distribution, percent, mean and standard deviation. Pearson correlation
was used to analyze the correlations among Al surveillance and
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orkplace trust variables. The effectiveness of Al-enabled monitoring
systems in influencing employee trust and perceptions of the organization
was assessed using regression analysis.The effects of Al monitoring
systems on employee trust and the organization's perception were
examined through regression analysis. The internal consistency of the
measurement scales was tested by reliability analysis that employs
Cronbach's Alpha. The statistical methods gave empirical evidence of the
impact of Al surveillance on workplace trust and HRM effectiveness.

3. Results

Demographic Profile of Respondents

The demographic information included gender, age, educational
qualification, and work experience. The analysis provided a clear
understanding of the background of respondents working in digitally
transformed organizations using Al-driven employee surveillance
systems.

Table 1

Demographic Characteristics of Respondents (N = 350)

Demographic Variable Category Frequency Percentage (%)
Gender Male 212 60.6
Female 138 394
Age 20-30 Years 96 27.4
31-40 Years 142 40.6
41-50 Years 78 22.3
Above 50 Years 34 9.7
Education Bachelor’s Degree 133 38.0
Master’s Degree 162 46.3
PhD/Other 55 15.7
Work Experience 1-5 Years 118 33.7
6-10 Years 147 42.0
Above 10 Years 85 24.3

The findings revealed that males are the majorities (60.6%) followed by
females (39.4%). The findings indicated that there was a diverse
workforce in the organizations using Al-based surveillance technologies,
but males were still more likely to be part of an organization that had
digitally monitored work. The gender split was balanced and showed
overall the representation of the organization while offering a wide
perspective of employees' perceptions of workplace trust and Al
surveillance. The age distribution showed that the employees aged 31-40
years old had the highest number of respondents which is 40.6% followed
by 27.4% from 20-30 years old. The employee population aged from 41
to 50 comprised 22.3% of the sample, and the group of employees older
than 50 made up 9.7% of the sample. From the findings, it was concluded
that the middle-aged employees were seen to be active in monitoring
systems based on artificial intelligence and in the use of digital workplace
technologies within an environment of organizations. In terms of
educational background, 46.3% of respondents had a master’s degree,
38.0% had a bachelor's degree and 15.7% belonged to PhD/other
qualification categories. In terms of work experience, employees with 6-
10 years accounted for the maximum number (42.0%). The results
revealed that organizations that implemented Al-based monitoring
technologies had active involvement by employees with extensive
experience and high levels of education. The demographic profile in turn,
therefore, gave reliable support for analyzing the perceptions of employee
surveillance and workplace trust in organizations with a digital
transformation.
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Figure 1, Demographic Characteristics of Respondents
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Descriptive Statistics of Study Variables

This table presented the descriptive statistics of the main variables
examined in the study, including Al-driven employee surveillance,
workplace trust, transparency, employee privacy concerns, and ethical
HRM practices.

Table 2

Descriptive Statistics of Study Variables (N=350)

Variables Mean  Standard Deviation

Al-Driven Employee Surveillance 4,18 0.67

Workplace Trust 3.54 0.71
Transparency in Monitoring Practices 3.88 0.64

Employee Privacy Concerns 411 0.73

Ethical HRM Practices 3.92 0.69

The results revealed that the highest mean score was with Al-based
employee surveillance (4.18), which suggested that organizations had
adopted digital monitoring technologies in the workplace to a great extent.
The employees were highly aware of the use of Artificial Intelligence (Al)
related surveillance measures such as productivity tracking,
communication monitoring and performance assessment tools. The mean
value was also high for employee privacy concerns (4.11), signifying that
employees had significant concerns about data privacy, ongoing
monitoring and control of their data at the organization level. The results
indicated that workers were still very responsive to issues of worker
surveillance and digital observation. A score of 3.88 was obtained for
transparency in monitoring practices, showing that organizations offered
moderate level of communication about their Al surveillance systems and
monitoring practices. The findings also showed that ethical HRM had a
positive score of 3.92, with positive efforts made by the organization
towards maintaining responsibility and fairness in digital management.
The lowest mean value of the study variables was obtained for workplace
trust with a mean value of 3.54. These results revealed that while the
organizations implemented both ethical guidelines and transparency
practices, employees' trust in the organizations remained relatively low,
driven by concerns about the use of Al-based monitoring systems.
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Figure 2.Descriptive Statistics of Study Variables
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Employee Perceptions Regarding Al Surveillance Practices

The analysis focused on employee attitudes toward productivity tracking,
digital observation, privacy protection, and organizational transparency.
Table 3

Employee Perceptions Regarding Al Surveillance Practices (N=350)

Statements Mean Standard
Deviation

Al monitoring |mprc_>ved 412 0.6

employee productivity

Al surveillance increased 425 071

workplace pressure

Employees felt
uncomfortable with 4.09 0.74
continuous monitoring

Organizations clearly

explained surveillance 3.76 0.68
policies

Al systems improved

managerial decision- 4.03 0.65
making

The results showed that the general attitude of the employees towards the
implementation of Al monitoring systems, as determined by the mean
score, was positive. Al-driven technologies were recognised as tools that
helped in digitally transformed workplaces to support performance
management, as well as operational accountability. There was also a mean
score of 4.03 for the usefulness of Al systems for improving managerial
decision making processes (DMMP).The usefulness of Al systems for
improving managerial decision making processes (DMMP) was also
recognized as useful by the employees (mean score of 4.03). The findings
showed organizational productivity gains and supervision within the
workplace due to digital monitoring technologies.The higher mean score
(4.25) obtained for the statement on the increased pressure at work
suggests that the employees suffered from psychological stress and
discomfort as they were subject to constant monitoring in the workplace
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Figure 3.Employee Perceptions Regarding Al Surveillance Practices
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4. Discussion

The results of the study showed that the use of Artificial Intelligence (Al)
surveillance of employees had a major impact on the management of the
practices of digitally transformed companies. Staff realized that Al-
powered surveillance systems boost productivity, operational
management and managerial performance by providing automated
performance tracking and real-time data analysis. The findings were
similar to those found in previous studies that found workplace
surveillance connected to specific technologies was associated with
increasing management control mechanisms and a reconfiguration of
employee-management relations, mediated by datification, sensorization,
and the use of Al-powered surveillance technologies (Mettler, 2024;
Wang et al., 2025).

The findings also showed that workers felt their workplaces
were highly pressurized and unpleasant with the use of Al based
monitoring. For those working in digitally intensive environments,
respondents said digital monitoring all the time constricted worker
freedoms and created emotional stress. These results aligned with other
studies reporting a negative effect on employee wellbeing due to:
workplace surveillance technologies making employees feel more
pressured in the job, impacting employee autonomy, and causing stress
related to privacy issues, (Glavin et al., 2024; Ramasundaram et al.,
2024). A reliance on Al surveillance technology therefore suggested an
impact where employee's comfort was lowered while causing negative
psychological implications in organizational settings.

Furthermore, the analysis revealed that one of the most
prominent organizational issues linked to Al in surveillance of the
workplace was the concern employees had around the privacy of their
data. Employees voiced concerns over the misuse of data, tracking of
activities, and the intrusion of organizational control into their personal
and professional lives. These results echo earlier research that showed that
monitoring systems using Al created public issues about working privacy,
human agency, and ethics of organizational practices (Urquhart et al.,
2022; Yao et al., 2023). The results showed that safeguarding privacy is
crucial to maintain healthy organizational relations in digitally monitored
work contexts.

It also found that the lack of communication and ethical
oversight and governance protocols in the implementation of Al
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surveillance in the workplace led to a reduction in trust. Where
organizations did not clearly articulate the rationale for monitoring, how
to collect data and the rules or guidelines for surveillance, their employees
had lower levels of trust. This finding was congruent with studies that
noted that overly relying on algorithmic managerial control, with a lack
of reflexivity and context on the part of the manager on the job,
undermined employee trust (Leavitt et al., 2024; Revillod, 2025). The
findings thus underlined the need for transparency and fairness in the
organization to ensure digital transformation initiatives are trusted by
employees.

The results also indicated that ethical HRM practices had a
positive effect on employee attitudes towards Al surveillance practices.
When organisations communicated openly, used fair processes and had
policies that involved the employees, they showed increased acceptance
of the digital monitoring systems. The results of this study validated
previous research that suggested sustainable HRM strategies that combine
wellbeing at work, trust in the workplace and ethical approaches to control
of employees as a way to realize balanced digitally intensive work
systems (Mohyi et al., 2025; Nguyen & Connolly, 2025). Hence, the study
found that ethical HRM policies continued to play a critical role in
maintaining the technological efficiency and an employee oriented
workplace management.

A key organizational factor among the elements that impacted
how well employees accepted Al surveillance systems, the study found,
was its transparency. Transparency about the overall purpose of
monitoring, the monitoring processes and the policies regarding the use
of the data was more effective in engaging employees. The results were
in line with the most recent study in organizations that suggested that
transparency was linked to a decrease in uncertainty and increase in
organizational legitimacy in digitally managed environments (Simpson et
al., 2025; Konjen, 2025). The results, therefore, suggested that the
organization's communication should be transparent to ensure the
employees' trust is maintained in Al-driven work environments.

The findings also confirmed that algorithmic monitoring was
considered to be more intrusive than the traditional managerial
monitoring, as algorithmic monitoring was continuous and lacked
emotional and contextual interpretation of the behavior. Staff felt that Al
materials focused on aspects of work output and not on relationships and
wellbeing amongst the staff. The results were consistent with the
literature, which reported that workplace control mechanisms - including
automated systems - can impact employee trust and workplace
performance differently than their own management (Dorner & Fellner-
Rohling, 2025; Ajunwa et al., 2017). The results thus pointed to the
increasing intricacy of sustaining trust and autonomy with regard to Al-
driven organization systems.

The study also shows that digitally intensive workplaces tended
to become more normalizing a culture of surveillance in organisations.
Through the adoption of this Al-powered tracking tech, employees more
than realized that the technology became a part of the daily workflow of
organizations, particularly with the shift to remote and hybrid work
arrangements. These results aligned with the current studies focusing on
the widespread adoption of digital employee monitoring tools in today's
global work environments (Zuboff, 2019; Mettler, 2024). The results
showed this, and that Al surveillance technologies had a significant
impact on the culture and experiences of employees in digitally
transformed organizations.

The study also indicated that companies with a high prevalence
of Al surveillance practices may have negative consequences for long-
term organizational commitment and retention. Such issues as
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information asymmetry, organizational mistrust and the potential abuse
of personal information gathered through Al systems were shown by
employees. These results were consistent with previous research on
privacy concerns and organizational mistrust (Revillod, 2025; Wang et
al., 2025) suggesting that when employee privacy concerns are high, they
tend to form intentions to leave organizations that use intrusive
monitoring. The results thus highlighted the significance of the
responsible Al governance for safeguarding the sustainability of
organizations and the trust of employees.

Conclusion

Overall, the study found that Al surveillance of employees had an impact
on the work environment, as it helped to streamline the organization and
make their work more efficient, but it also reduced employee trust when
excessive surveillance practices were not counteracted. Staff recognised
the benefits of Al in improving the productivity and tracking of
performance and manager decision making, while also increasing
psychological pressure, feelings of discomfort and concerns about
privacy. Moderate workplace trust had a moderate impact, reflecting
employee disruptions in their perception of fairness and transparency of
digital monitoring. The results have shown that the balance of the
integration of Al in HRM was a need of balancing and also adjusting it to
the ethical practices in the organization. The research also found that the
levels of transparency and ethical HRM practices had a significant impact
on employee acceptance of Al surveillance technologies. Organizations
that clearly communicated monitoring policies and ensured data usage
was fairer, had higher levels of employee trust, ensuring organizational
commitment. On the other hand, transparency and digital control over
employees were found to be negatively affecting engagement, leading to
greater resistance to Al HR systems. The outcomes highlighted the
importance of a combination of technology and human-centered HRM to
ensure the sustainable digital transformation.

Recommendations

The study called for organisations to have an open Al monitoring policy
that establishes the intent and boundaries of monitoring methods for
employees. To minimize uncertainty and enhance organizational trust,
employees should be made aware of the data collection procedures and
its applications. HR teams should make sure that surveillance is always
conducted in an ethically sound manner, preserving the privacy and
autonomy of the workers that are being monitored. Further, ethical HRM
frameworks which enable the balance between productivity and
wellbeing of the employees are recommended to be implemented in the
organizations. Through ongoing training initiatives, employees are to be
familiarized with Al systems and alleviate concerns about automation and
surveillance. Finally, but equally as importantly, organizations should
have feedback mechanisms that enable employees to raise concerns about
digital surveillance systems, so that decision-making in HR is
participatory.

Future Directions

Further studies are needed to examine the long-term implications of
surveillance by Al technologies on employee trust to gain insights into
potential psychological and behavioral consequences in digitally
monitored environments. Cross-industry and cross-cultural comparisons
should be done to analyze the differences in Employee perceptions of Al
surveillance systems. This would give a wider scope of organizational
environment to be related with trust and acceptance of digital HRM
technologies. Emerging technologies like generative Al and predictive
analytics and their impact on workplace surveillance should also be a
focus area for further research. Future research needs should aim to
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designing sophisticated ethical governance models for Al in HRM,
incorporating fairness, accountability, and transparency. Qualitative
research methods might be able to give deeper insights into employee
experiences and feelings related to Al monitoring technology in the
workplace.
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